Optimal ICT protection telenet

From consultancy to management

via development and implementation
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This brochure gives you detailed information on the way
in which Telenet can protect your company’s ICT network.
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Don’t leave anything to chance

Your information and ICT network require the highest level of protection.
Since the reliability of any security system is determined by its weakest link,

Telenet offers you a comprehensive and integrated approach.

Solutions Advantages

e A comprehensive service, e Technical expertise underpinned by experience
from consultancy to management and knowledge

e Security architecture e International certification

e Next-generation firewall e Ongoing tracking of latest technological

e User & device identification developments

e \Web, mail, data & appliance security e Theoretical and practical training

e Perimeter security

End-point security

Security Information Event Management (SIEM)
e Assessments & technical audits




Experience, expertise
and tailored solutions

Our experienced C-CURE consultants and engineers can draw on their extensive
technical expertise to provide you with a solution tailored to your needs.

Optimal protection requires knowledge and control The introduction or upgrading of security

of each component of a network. We therefore architecture can prove to be technically complex.
always begin by comprehensively mapping your It requires extensive knowledge and experience
infrastructure. We then develop security architecture of products, technologies and business processes.
using the most appropriate components.

Our specialists are fully familiar with both offensive
All your company’s servers are placed within a and defensive technologies. Besides their considera-
security perimeter. Communication with the servers ble technical expertise, they also have sound practical

is then fully controlled by means of demilitarised experience of the different areas of security.
zones (DMZs).




Information Security Roadmap

Based on our tried and
tested offering, we can
develop a comprehensive
corporate information
security roadmap.

= Availability & Performance

= End-Point Protection

= User & Device Identification

= Data & application Protection

= Active Internal Prevention & Detection

= Boundary Protection

Monitoring & Reporting

Configuration & Change

Vulnerability Management

Forensics



A comprehensive service,
from audit to support

We are able to provide you with comprehensive service,

from assessment to reporting via implementation and supervision.

An in-depth audit of your current security situation We provide you with sound advice concerning the use
will reveal any sensitive spots and form the basis of of the technology, its implementation and its integration
a roadmap. We apply the strictest security standards. into your security environment.

Audit of your current security situation Complex security applications
Analysis of existing technology Complex tasks linked to the integration of security
Identification of weak points Optimisation and alignment of your
Making your staff aware of weak points security environment
Development of a technical roadmap
Assistance in designing security architecture




Managed services

We can manage your security perimeter and analyse
with you any new threats to your network as a first
step towards developing a security system for your
company.

e Supervision of your security infrastructure
e All the administration services required
to make your network secure
e Analysis of solutions to make your network secure

Support services

e The Licence Desk ensures efficient management
of licences for our security products. We keep
track of all the products and licences managed
by Telenet and identify potential upgrades
once a year.

¢ The Service Desk reports incidents and problems
and has them rapidly resolved by certified security
experts.



High-quality security tools that
have been tested and certified

Our approach is very different from the one used by security product resellers.
It is highly architecture-oriented and not based on one-off technical solutions
that are at best only stopgap measures.

Choice of products

Certification

Training

First of all, we focus on our
customers’ needs and the frame-
works underlying them before
choosing suitable products.

The next phase, an important
one, involves integrating the
new technology into the cus-
tomer’s security infrastructure.

The security products we work
with undergo thorough analysis
and comparative performance
tests. We always aim to obtain
the highest possible certifica-
tion. To this end, we have
signed long-term partnership
agreements with trustworthy
partners.

We provide our customers with
training tailored to their specific
security requirements at our
dedicated training centre and
with the support of our security
partners.
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Integrated global approach

In order to ensure that your ICT environment is fully secure, you need more than just a firewall and
antivirus software. Telenet will provide you with a comprehensive package that is fully hacker-proof.
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Telenet Solutions Division
A professional partner

Telenet's and C-CURE's security experts are part of the Telenet Solutions
Division, a unit dedicated to businesses (B-to-B) and government agencies.

Telenet Solutions Division Advantages

Telenet Solutions Division develops mobile work, e A seasoned player recommended by customers
network management, cloud computing and in all segments of the market
videoconference solutions for businesses. Each e Coverage of the whole of Belgium and
of our activities is resolutely service-oriented and Luxembourg via its own network
service is very reliant on the human element. e A proactive and customer-oriented approach
Our engineers excel thanks to their technical dedicated to servicing businesses 24 hours a day,
knowledge, practical experience and a personal 7 days a week
approach. e Proven reliability and excellent service level
agreements (SLAs)
¢ Ongoing quality control
e True network redundancy




You would like more information?

For further details, personalised advice or a customised solution,
please call our security experts on 015 36 48 48 or visit our website
at www.telenet.be/business.
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